


3. Design Consider ation —most important

The System
- print streams with reports and statements
- make them available for On-demand request over
| nternet
- help desk access — sees what the customer sees
- customer access — after authentication

Data Delivered for Update
- Secure FTP print streams from the customer

Access to Reports and Statements
- On-demand - securely

Criteriafor building system could apply to other major
applications

Desired

Low Cost

High Availability

Fast recovery and Fast/Easy Management

Cheap Fast Good



Major Functional Areasto Consider
Onsgite System

Remote Backup + Hotsite System

Recovery System

Test System for change

—> key these separate and remember then in the
configuration

Data Delivery

Security systems — encryption, resource protection, data
Integrity, management and login



Our focustoday is Hardware System Architecture and
Costing

Onsite System
- FTP Receive
- Web Server Delivery System
- Recovery System

Remote Backup + HotSite
- Hot backup or move storage to remote
- Secure FTP to the location

Recovery System
- restore Database Index and Data
- Hot system for Hardware

Test System
- new functional areas

Archive — Portable Document System onto DVD aswe
purge

Departmental pricing and approval for Enterprise System.
We can provide Disaster Recovery Site
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Another Vision Functional Area—Major System
Flows

Delivery of Data

Presentation of Data

Backup of Data

Remote Backup of Data

Archive Offload

—> aswe build try to keep these functions isolated on
hardware

and remember avallability and recovery for each
- how do we deal with dataand it’s movement
Security Management System

Test System for Pre-production

HardwareVision
Replication and Redundancy
Spare Parts
UPS
Internet Connection — ISP — 2 different provides
Network and Switches

—> Larger FRUs better
—> complete redundancy — onsite and offsite
-> low cost

11



Other Systems

Firewall system

Service Provider and Access
Switches redundant

UPS

Network

—> security and availability and performance
-> redundancy —large FRU’ s

Major Deliverables
High availability — for customer access
Quick recovery —for hardware failure
Quick recovery of Database system
Quick recovery of Data Corruption (that would spread
across Raid)
Secure Boundary Security
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Pillar s of Data Processing

Availability

- Minimal time out for Database Update and not
Impact User ON-Demand Requests

-> Backup without impacting User On-demand request
- Recovery from Failure — minimal time

- Hotsite — switch as quickly as possible

—> Disaster Recovery Location in Hot Standby — acts as
storage location for offsite

—> Security against attack, data movement, authorized
use only, encryption

-> Environmental impact protection— UPS, Space and
Cooling

Main Tools for above
- Redundancy of Hardware
- Redundancy of System Operating System
- Redundancy of Data
- UPS — condition power

Hardware Replace
- easy and simple
- multi-level - if 2" or 3" failure we are still
covered
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- little to no time for analysis — just switch to new

Data redundancy
- protecting against hardware failure
- protecting against corruption
- protecting against viruses

Hotsite

- Switch over quickly
- Movement of Data Quickly

Other Pillars

Security

Avallability
Performance

Change management
Problem Management

14



Processes to Manage
Storage M anagement
- Archiving
- Dasd Usage
- Offgite Data movement

Security Management
- monitor attacks
- monitor access to data
- Userid and certificate management

Backup Management
- Completed
- Movement of datato offsite
- Mediaavailable and timing

Recovery Management
- process and timing
- hardware and softwareto do it

Change Management
- easy to do and quick
- fallback quickly

Problem |solation and Repair
- large functional replacement units
- diagnostic tools
- done in non stress because of system duplication
- good test system

Performance Tuning
- easy growth of processing power
- easy growth of memory
- 1/O speed — easy alternatives for network
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Monitoring and Trending for Growth
- Toolsin place for interactive monitoring
- Trending analysis
- Stresstest and benchmark with loads

16



3. Design — Availability and Recovery

Backup isnot only consideration
Recovery isjust asimportant!

Combinations
Cheap + Fast (Not Good)
Fast + Good (not Cheap)

Only one Cheap Good Fast
- many combinations available

My Suggestions (our Solution)

—> most cost effective with greatest availability and
add on for performance when needed

- performance will be address as system load
Increases but path for performance should

be under stood
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Low End —just afor fun
Getting it Running — Cheap Only

Single System with Raid O, Raid 1, Raid 5
— receives data
—runs Web Server
— used for recovery

Main Protection

Aganst Disk hardware faillure

Mirroring will double Capacity and up price of storage
by 50%

Advantage
Very Cheap up to Capacity of 18TB

Disadvantage

Hardware Failure — no Backup

Recovery to Full Function Mode after Disk Failure
Impacts performance

No Security Protection

Can’t backup 18TB quickly

|mpossible to recovery

Does not address Data Corruption

Hotsite and Offsite not addressed
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No UPS
No Firewall — security
Single Access from Internet

—> address nay of these cost money (lots of money)

1 out of 3

Cheap Not Good Not Fast (recovery)
-> poor avallability

—> poor performance

Forget it!
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High End an High Available System
Just for Review

Firewall
—> high end with Denial of Service attack detention

Vmware
-2 Vmmotion
- Performance

Dynamic Workload Distribution
- MDNR

- DNSround robin

-> WLM

Blade Servers
- Failover and redundant components

Storage Area Network with Switches

D S4000/5000/6000/8000 Stor age Subsystem
- Raid 0,15, 10

Hotsite with Replication
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Dedicated Fiber to Remote Site

Backup and Hotsite Support
- Metro Mirroring
- Flashcopy

San Volume Controllers
- Raid 0,1,5,6,10
—> storage management software

|ndependent Test System
- looks like production

Trained Staff on Tools

2 out of 3

Good — yeap!

Fast —all Areas
Cheap — deep pockets
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Proposed System — Most Cost Effective

Availability — Good
Recovery — Fast
Low Cost - for Sure

Onsite Offsite

Server A [ Server D Offisite
Web Server

ExtraHard Drives
Firewall Switch Firewall [ -
D Servers E <
Server B Toaster - Recovery Offsite

FTP Server O USB external Drive

Network E‘

UPS Extra hard drives UBS

O
O
O

] Toaster

Server C
Recovery and Redundant Hardware Server
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Onsite— High Availabililty

Firewalls

2 independent | SP — one to each firewall
VPN and Web Reverse Proxy

—> fail over provided

—> encryption offload

- Boundary Security

- 2 NICSeach - 1GB and 100MB

- Low Cost Linux Operation System
- Harden against Attack

Switch - 2 onsite

— one attached to each firewalls
-> hot spare

—> Gigaether for internal Lan

Servers all replicate each other — active functionality
changes

Server A

Web Server for On-demand requests

Accessible through either firewall

Windows or Linux

Windows — Tomcat Server

FTP Server Software Present

Update Database Software available and used




Recovery Software Present

Server B

FTP Extended Passive Mode with limited ports
proposed

Database Update

Data Pusher ‘Update Data’ to Server A, Server C,
Server D in offsite

Also has Web Server dormant and available
Update Database Software

Recovery Software Present

Server C

Backup and Recovery Server

Used as Hot Stand by Server for Server A or Server C
Another Concept - Hot Mirror for Disk Replacement
on other 2 Servers

Dormant Web Server, FTP Server, Distribution Server
Update Database Software

ExtraHard Drives — 3 of each UBS for Firewall,
Switch, Web Server, FTP Server, Toaster USB Device

24



Summary
All Servers have al software

All Servers have updated Database Index and Database
Data

All Servers Act as Backups to each other

| mportant

—> buy same hardware for all serversthe same and run
same operating System

—> they are cheap about $500 to $750 each dependent
on Windows—vs Linux OS
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Offsite (near time hotsite and backup of data)
- real time backup site — yes sire!
- Hotsite — for complete swing over

Firewalls
- one | SP coming to one server
- other firewall is hot standby incase of failure of first
- Extra $200 cheap

Switch
- one active on network
- 2" s hot spare — cheap - $20 ebay

Network
- Gigaether for speed

Server D - Primary

- FTP Server
Distribute updates to Server E
Web Server Software Dormant
Backup Server for Hotsite Function
Moves update data to Server E
Update Database Software
Used to do copy of harddrive
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Server E - Backup
- All software dormant except FTP Server
- Update Database Server
- Used for Restore Services
- Primary Site loses disk then can fetch from here to
replace if required

ExtraHard Drives— 3 of each UBS for Firewall,
Switch, Web Server, FTP Server, Toaster USB Device
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Flow of Updates— Updates and Web Serving

Onsite
Server B — Ftp Server
1.Receives Data
2.Selects Target Drive for Database Data using
capacity/performance criteria
3.ACIF —injects meta data— this is Database Data (on
selected drive)
4. Transmits Drive Selection and then Datato Server
A,C, ,D(remote) update Data
5.Updates Database |ndex
6.Switch to Take Over Web Server Role with update
Database

—> very short outage for switch — I P address change for
Server A and B

Server A —Web Server
/.Update Database index after Receipt of Update
Data on proper drive— Step 3
8.Act asnew FTP Server after switch

Server C (capacity Offload) Recovery Box
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9.Update Database index after Recelpt of Update
Data on proper drive— Step 3
10. Still Hot Standby for hardware and Mirroring of
Database Data and Database index
Think of this Server asaMirrored Data Hot Standby
and Hardware Functional Recovery Unit

With DSN Round Robin could be as performance boost
- dl clients do read of database (not update)
- would have to setup our own DSN server on Firewall

— easy to do.!
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Flow of Updates— Updates and Web Serving cont’d
Offsite

Server D — Backup Web Server and FTP Server
11. Recelvedrive placement information
12. Recelve ACIF injected Database Datato correct
drive
13. FTPdrive placement information and ACIF
Injected Database Data
14. Update Database index after Receipt of Update
Data on proper drive— Step 3
Thisis offsite Hot Standby system — making this
effectively a Hotsite backup.
Clients can get to this by smply pointing to another
DSN name or | P address.

Server E — Mirroring of Server D and Hardware
Backup
15. Recelvedrive placement for Server D step 13
16. Receive ACIF injected Database Datato
correct drive
17. Update Database index after Receipt of Update
Data on proper drive

All systems log processing flow.
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System alternatively can send emails confirming
completion of process.

Monitor failures with SM TP notification of failure and
emalil.
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Client Data Access
Request of Report or Statement

1. Reverse Web Server Proxy on Hardened Firewall

2. Firewall Web Server Proxy does encryption using
SSL2/3

=> Offloads Web server

3. Authenticate to Web Server using Userl D/Password
through SSL encrypted tunnel

4. Database access checked on Web Server System

5. Data Transmitted back to Client browser by Active
System acting as Web Server

Client Update
Transmitted using automation to Secure FTP Server
through Hardened Firewall using VPN to firewall

Two levels of authentication possible
- At Frewall usng VPN
- At FTP Server (this could be a Secure FTP Server)
- Either using Digital Certificates for clients or
User| D/Password
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Security M anagement

- for Report access permission

- FTP Serverswill aso be active security server
(access viaaweb client)

- Software for security update in available on all
systems

- Ftp Security Software changesto all Servers upon
single server modification upon change

- Update security on all servers

- Notification to end user when completed on all
server

Archive Offload — 2 Phase

Using remote Server E

First flag as unavailable
- simply remove from Database Index
- data still available
- can recover by update run

2" Offload encrypted with Viewer to DVD
- secure with authentication and viewer
- long term storage
- catalogue of DVD for report location retrieval
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Availability after
Web Server System and FTP Server System Failure
Hard Drive Failure
Database corruption
Hardware Failure — any type — NIC/CPU/Power Supply
Switch to Standby unit
=>» Simple | P address change on internal network
= Very fast and smple
=>» No stress — no complicated decision
=> Avallable amost immediately
=>» Problem unit available for no stress analysis and
problem isolation
Complete Site Failure
=>» Point client to Hotsite for all functions
=» HasaMirrored System there also for recovery
as above
Power Failure
= UPS available for each system
Hacker Attack
=» Boundary and Encryption throughout with
authentication



Full Recovery

Bring the System back to Full Function with Standby
Unit available

Problem Analysis

At your non-stress convenience on the now freed up
problem unit.

Client not impacted

Hardwarerepair easy
- Replace part in this unit

Database corruption index or data
- Copy uncorrupted Database Index from FTP live
server using Toaster USB and Drive

Operating System Corruption
- Copy uncorrupted from FTP live Server or Backup
Image using Toaster USB and Drive

Hard Drive Loss
- Use Toaster USB external hard drive and copy from
FTPlive Server
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Good News

FTP live server has low load so can be used for
recovery providing CPU cyclesand up to-date data for
security, database data, operating system, and database
Index.

FTP live server isamirrored copy of Web Server and
acts as backup even after first failure
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L evels of backup

1% — standby on primary site

2" _ FTP server on primary site
3" _ hotsite

4™ — mirrored on hotsite

Note
Only single hard drive required for recovery

=» Choose the right software architecture to do this
Stay away from stripping

—> does not buy performance on random access

=>» Impacts recovery time
Mirroring on System does not address — Database
Corruption error

Test System
- Single Server with Virtual PC emulating the entire
complex both local and remote
- Could be powerfully lab top or desktop
- Emulates the entire networks, firewalls, servers
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4.Costing—  Enterprise Solution at Departmental Costs

Entry Full

System Configure
with Hotsite Storage
Local Hoftsite Total
$ $
Servers 1,500.00 1,000.00 $ 2,500.00
$ $
Firewall 400.00 400.00 $ 800.00
$ $
Storage 390.00 260.00 $ 650.00 $ 7.210.00
Test System $ 1,000.00
$ $
Other 1,410.00 1,060.00 $ 2.170.00

3 S
Total 3$i700.00 2$i720.00 7I‘I 20'00 ‘I 41330°00

$ $
Windows Premium 750.00 500.00 $ 1,250.00 $ 1,250.00

DB2 Premium

Total

With S S
Widows 8,370.00 15,580.00
Other Costs

ISP Provider

Maintenance Cost
Monitor System

Environmental Cost

Support Cost People
Software System Costs
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Pointsto

Enterprise Solution at
Department Level
Budget

Each Total
Required Total Price
Onsite Hotsite
$ $
Servers 3 2 5| 500.00 2,500.00
High Performance
Software
Linux
$ $
Windows 3 2 5| 250.00 1,250.00
$
Firewall Servers 2 2 4 $200 | 800.00
Lower Perfromance
with Hard Drive Linux
onsite hotsite
$ $
Switches 2 2 4 $20 | 80.00 $40 | 40.00
$ $ $ $
UPS 3 2 5] 200.00 1,000.00 600.00 400.00
$ $ $ $
Toaster External UBS 1 1 2 | 40.00 80.00 40.00 40.00
$ $ $ $
Extra Drives 3 3 6 | 130.00 780.00 390.00 390.00
$ $ $ $
Network Cable 4 4 8 | 10.00 80.00 40.00 40.00
$ $ $ $
ISP Modem 2 1 3| 150.00 150.00 300.00 150.00
$ $ $
2,170.00 1,410.00 1,060.00
Entry
Storage Each Mirror System
Each 1.5TB Cost All Servers 1.5 3 4.5 6 7.5
$ $ $ $ $ $ $
130.00 650.00 S 650.00 1,300.00 1,950.00 2,600.00 3,250.00 3,900.00
$
Interface Card 60.00
10.5 12 13.5 15 16.5 18
$ $ $ $ $ $
4,550.00 5,200.00 5,850.00 6,500.00 7.150.00 7.800.00
$
60.00
Test System
$
Vmware Workstation | 200.00
$
Portable Laptop 800.00

ISP Provider

Maintenance Cost
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Monitor System

Environmental Cost

Support Cost People

Application Software
Costs

5. Archiving System and Web System matters

What to look for.

Database — don’t have to recover al drivesto restore
Archive Offload that in encrypted with built in viewer
Consistent performance of retrieval of data
Good Compression of Data on Storage
Easy to Manage Security

Migrate easily to another system
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6. Summary

Entry Level System Cost — lessthen 10K
Full Configuration — approx 15K

High Availability
Hot Site with remote backup
Easy to Management
Intelligence in Design

Scalable

Thank Y ou for you time and attention

Questions.
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